. WPA is very commonly supported by most AP hardware. In the WPA scenario, a wireless client is provided with a temporary encryption key or 'session key' with which it can communicate securely with the AP and encrypt/decrypt traffic (Cayirci, Rong, 2009) . Once a time limit is reached or the session has ended the key is expired or exchanged for a new one, making any further use of the key invalid (Cayirci, Rong, 2009 ). This type of protection prevents an attacker from viewing traffic or capturing a client's key and then using it to impersonate the client. There are other types of security of this nature, but they all have one thing in common: it is necessary for the client to authenticate to the AP in some way with pre-shared authentication information.
INTRODUCTION
The use of Wireless Networking Technologies to communicate on the Internet continues to rise every year, with public hotspots numbering in the tens of millions worldwide (WeFi., 2011). Laptop computers and smartphones using the 802.11 (Wi-Fi) protocols make up a large number of the millions of wirelessly connected devices (Kendrick, 2010) . Wireless networking is a convenient way to stay connected from remote and mobile locations (Bowman, 2003) . The usage of Wireless Local Area Networks (WLAN) is widely spread due to the fact that computers communicate wirelessly, without the need for physical cable connectivity (Umar, 1993) . Unfortunately, since the data is transferred over public airwaves where it can theoretically be intercepted by others within range, wireless networking creates a unique set of security concerns.
Connections between Wi-Fi enabled clients and network access points (APs) can be secured through a variety of different methods (Ciampa, 2006) . One method, Wi-Fi Protected Access (WPA), involves using strong data encryption and rotating authentication keys (Rittinghouse, the world, and Cain & Abel is free to download from the Internet, such a combination seems to constitute a likely real-world scenario and test of the premise of client isolation protection.
Literature Review
In the case of clients using publically available Wi-Fi connections, authentication is not only inconvenient but is impossible due to a large number of unique visitors Firesheep is a freely downloadable extension to the FireFox web browser developed by Eric Butler (Butler, 2010) . Cain & Abel, a freeware ARP spoofing hacking tool (Oxid, 2011 ). These and other details are included in Table 1 .
The computers used in this study were chosen because they are typical computers which might be used by public
Wi-Fi clients. Dell computers are very commonly used by businesses around the world. Windows 7, the operating system on these computers was chosen for its commonality on most computers sold today -Microsoft
Windows is the market leader for operating systems, holding an almost 90% market share (Brodkin, 2011) .
The freeware tools were chosen based on their popularity, usability, and availability. Wireshark is a widely known and used Ethernet packet capture and analysis tool, once named Ethereal, and is freely available to the public for download (Wireshark, 2011) . Cain & Abel is a well-known and commonly used hacking tool suite, which is also available for download free of charge (Oxid, 2011) . The freeware tools were chosen based on their popularity, usability, and availability. Wireshark is a widely known and used Ethernet packet capture and analysis tool (Orebaugh, 2007) . Once named Ethereal, it is freely available to the public for download (Brodkin, 2011 (Cross, 2008) .
Since an attacker can intercept users' data, it is possible for even encrypted communications to be hijacked (Sanders, 2010 
Methodology and Setup
To demonstrate the ability of PSPF to protect Wi-Fi clients from ARP spoofing attacks, a test attack was simulated using two Dell Wi-Fi enabled laptops and a Cisco access The start of the APR table poisoning can be seen on the (Wallingford, 2006) . It is also available for download free of charge (Oxid, 2011 ).
Testing Procedure
The test began by configuring the Cisco access point, as Despite the fact that the security benefits of wireless access point with PSPF configuration are strong, most manufacturers that provide client isolation leave it turned off by default. This trend needs to change, or a different form of security for public wireless users needs to be developed. In the future, it may be reasonable to design some sort of transport layer security into the wireless access point which allows a public user to have his or her wireless data encrypted without authentication. This may require a major change in the 802.11 wireless technology standard, and switching costs may be too high for most current users.
Implementing this type of solution in future Wi-Fi hardware solutions is not beyond the realm of possibility.
For now, client isolation can be used to make public 
